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Copyright Statement 
Copyright © Dynamix Software LLC, 2016-2017. Author: Konstantin Tsvetkov. All rights           
reserved. 

This work is licensed under the Creative Commons 
Attribution-NonCommercial-NoDerivatives 4.0 International License.  
To view a copy of this license, visit http://creativecommons.org/licenses/by-nc-nd/4.0/. 

Distribution of substantively modified versions of this document is prohibited without the            
explicit permission of the copyright holder. 

Distribution of this work or derivative work in any standard (paper) book form for commercial               
purposes is prohibited unless prior permission is obtained from the copyright holder. 

DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED          
CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED       
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR         
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH         
DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.  
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Privacy policy 
General information 

At PrintHand we take user privacy very seriously. By the nature of the Android OS,               
PrintHand needs to ask it for the System Permissions in order to print various data elements                
on the device including images, contacts, web pages, emails, local files, calendar, call log              
and messages.  
This information is not shared with anyone and we have no interest in it ourselves. It stays                 
on the device at all times (except printing via Google Cloud Print or PrintHand Remote) and                
then gets sent directly to the printer (possibly via a computer when using PrintHand Remote               
locally) in a special format ready for printout. 

Simply put, the permissions are needed for printing purposes only. I.e. the app needs to               
have access to your messages simply to be able to print them. You can find the latest                 
version of our privacy policy with explanation of permissions on our web site. 

Note: when using Google Cloud Print, such information is sent via Google Cloud to the               
receiving end, leaving PrintHand application (and our control) once transmitted. 

Note: when printing via computer, the information is directly sent to the Mac or PC, and then                 
to the printer. It never leaves your local network. 

Android OS System Permissions 

As mentioned above, PrintHand requires a wide range of permissions on the device in order               
to access the information to be printed. Below is the list of permissions with brief explanation                
why we require them and what they are user for: 

To be able to print emails, Google Docs, configure Google Cloud printers:  

● YOUR ACCOUNTS  
● GOOGLE SPREADSHEETS  
● GOOGLE DOCS 

To discover and manage connections to local printers:  

● CREATE BLUETOOTH CONNECTIONS  
● BLUETOOTH ADMINISTRATION  
● CHANGE WI-FI STATE  
● ALLOW WI-FI MULTICAST RECEPTION 

To print corresponding data elements and files from the device:  

● YOUR MESSAGES  
● READ SMS OR MMS  
● YOUR PERSONAL INFORMATION  
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● READ BROWSER'S HISTORY AND BOOKMARKS  
● READ CALENDAR EVENTS PLUS CONFIDENTIAL INFORMATION  
● READ CONTACT DATA  
● PHONE CALLS  
● READ PHONE STATE AND IDENTITY  
● STORAGE  
● SYSTEM TOOLS 

To improve quality of the application and report problems. It's also used for anonymous              
analytical data collection via industry-standard Flurry.com service, which helps us improve           
the app.  

● FULL INTERNET ACCESS 

If you have any questions or concerns about PrintHand privacy, please feel free to contact               
us via email. 
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